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Pentesting for All with Cobalt

Overview

If you've been through the traditional pentesting process before, then you know first-hand how inefficient it can be:
long lead times, dozens of back-and-forth emails, and limited visibility during the test itself. Not to mention, you're
stuck going through this pain-staking process every time you want to kick off a test. Good news: It doesn’t have to
be this way.

Cobalt offers a flexible, on-demand consumption model to meet your modern pentesting needs. With Cobalt's
Pentest as a Service (PtaaS) solution, you can purchase credits in advance that can be easily redeemed
throughout the year for continuous pentesting. Even more, Cobalt offers different packages to best suit your
testing goals.

Cobalt Packages

PtaaS for security and development teams of all shapes and sizes

Standard Premium Enterprise
For teams in need of a For teams looking to build a For teams looking to scale
speedy, annual pentest to structured pentest program their pentest programs to
meet a compliance need or to meet compliance needs meet compliance needs,
client request. and improve overall security. increase testing frequency &

improve overall security.

“The main benefits that we get from Cobalt are
speed, scalability, and repeatability. We're able to
quickly launch and execute pentests; and beyond
that, we're able to see individual findings in real
time and relay them to the engineering team so
they can start triaging immediately.”

Eric Galis - CISO, Cengage




What's Included in Each Tier

Self-service Platform
with Google SSO & 2FA
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SAML-Based SSO

Best Practice Methodology +
Coverage Checklist

Detailed findings
with recommended fixes

Real-time collaboration
via Slack and the platform
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Cobalt API
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Start Pentest Writing

3 Business Days

2 Business Days

1 Business Day

Free Retesting

6 Months

12 Months

12 Months

Customer Success Team

Pool

Named CSM

Named CSM

Native Integrations (Jira, Github)
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Customizable Reports
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Onboardin Security + All Teams
g 1 Dev Team
Strategic Planning Annual Quarterly

Quarterly Maturity Assessment
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Custom Pentester Requests
(Geo, Time Zone, Testing Windows)
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Credit Rollover

Up to 10%




Cobalt Credits

A Cobalt Credit is a standardized unit of work that represents 8 pentesting hours. Credits provide flexibility in both
planning and executing pentests. They are sold in annual packages that include asset scoping, retesting, unlimited
platform access, and more.

You can think of a Cobalt Credit as a virtual voucher that you consume whenever a pentesting need arises, meaning
you can get a pentest up and running within days, compared to weeks with traditional services. Instead of being tied
to a traditional ‘all in scope’ assessment, you can tailor and distribute the amount of work based on the complexity of
your asset(s).

Cobalt Credits provide the comfort of purchasing in advance for flexible, on-demand consumption throughout the year.

1 Cobalt Credit = "\ Cobalt Credits are sold
%) ) cotale .
8 pentesting hours in annual packages

“We have the flexibility to change plans, and
choose the type of engagement that we want
to execute. To me, Cobalt is a pentest platform
that connects me to the best pentest talent.”

Sergey Stelmakh - Principal Security Architect, Mulesoft
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